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MHCTPYKIMS [0 OPraHu3aiuu
aHTanpycnoro obecrmevenust cpeacTB HH(GoOpMaTH3ANUH
B MKIOY «/lerckuii cax koMOnHUPOBaHHOrO BHaa Ne29»

1. O0mue noroKeHUA

1.1.  Hacroamas WHcTpyknus omnpepensder TpeOOBaHHMsS K OpraHM3alMy 3allUTHl CPEACTB -
uHbopMaTH3aMy 0T pa3pyINAiOINEro BO3NCHCTBHS KOMIBIOTEPHBIX BHPYCOB, TIOPSIOK
opranmsamui: paloT MO ~ AHTHBHPYCHOMY = OOECIIEUCHHIO CPEICTB HHMOPMATH3ANMH B
00pa3oBaTeNbHOM  OPraHM3alliHd, YCTAHABIMBAET OTBETCTBEHHOCTh IOIB30OBATENEH W
JOJDKHOCTHBIX JIHII 00pa30BaTeNbHOM OpraHu3anyy 10 aHTUBHPYCHOMY OOECIICUCHHIO CPENCTB
HH(OPMATH3AIIHH. | -

1.2. . HHCTpyKIus Mo OpraHu3aluu aHTHBprCHoro obecieuenns cpeacTB HEGOpPMATH3AIIAL
paspaboTana Ha OCHOBe THIIOBOIl MHCTPYKUHMH OpraHU3aIlMd aAHTHBHPYCHOM 3aIlUTHI CPENCTB
urdOpMaTH3aIKH B 06pa30BATENBHBIX YUPEKICHHIX.

1.3.  3apenyrommit JIOY HasHauaeT JMI0, OTBETCTBEHHOE 33 OPTAHM3AIIO AHTHBHPYCHOTO
obecrieueHHs CpeAcTs - MHGopMaTu3anuy. B IIpOTHBHOM cilydae BCS OTBETCTBEHHOCTH 3a
obeCIIeYeHre aHTUBHUPYCHOM 3aMMTH CPEACTB MHPOPMATH3AIUN JIOKHTCS HA PYKOBOIMTEI
00pasoBaTeIbHON OpraHU3aluH.

L4, K wucnons3oBauio B 00pa3oBaTeNbHOM opraHnsauHH JIOIyCKaeTCsl  TOJIBKO
JIMUECH3HOHHOE aHTMBHPYCHOE MPOTPaAMMHOE OOECTIEUEHHE B COOTBETCTBHH C TPeOOBaHHIMHU

JIeHCTBYIONIEro 3akoHodarenberBa Poccmiickoit ®epepanmm (Norton Antivirus, Dr Web,
Kaspersky Antivirus, NOD 32 u T.1L.).

1.5. Tlpm sanuuuu B 06p330BaTeHI>HOM yqpememm JNOKAJIBHOH KOMHBIOTepHOI/I CeTH M
CepBepa peKOMEHYETCs MCTOJIb30BaTh BEPCHIO AHTUBHPYCHOTO IIPOrPaMMHOTO OGeCIeueHS,
TIO3BOJISIONIYI0O OPraHM30BaTh = LEHTPATM3OBAHHOC ~YIPABIECHHWE: YCTAHOBKA, HACTpOMKa,
OGHOBIEHHE AHTHBHPYCHBIX 6a3, AHTHBHPYCHOE CKaHMPOBaHHE H COOp OTYECTOB HA BCEX
KOMIBIOTEPAX JAOJDKHEI OCYIIECTBJIATBCS yAAIEeHHO Ha cepsepe yupexacHus (Kaspersky Work
Space Security, Symantec Antivirus Corporate Edition,Symantec Endpoint Protection u T.11.)

1.6. TpeGoBauus WMHCTPYKLHH ~SBISIOTCH OOA3ATENBHBIME 11 BCEX DPaGOTHHKOB
MyHuIuITanEHOTO0 Ka3eHHOTO JOMKOJBHOTO 00pa3oBaTelbHOTO yupexaeHus «J{eTckuil can
KomOunmpoBanHoro Buya Ne29» (mamee — ,I[OY), AMCIOIMMX JOCTYN K HHPOpManHOHHBIM
pecypcam.

2. TpeGoBanus K NPOBEACHHIO MEPONPHATHIA 10 AHTHBHPYCHOMY 00€CHIeIeHHI0
cpecTB HH{PpOPMATH3ANHU

2.1.06s3aTeIbHOMY aHTUBHPYCHOMY KOHTPOIIIO ITOIEHKHT:

- nrobas nH(bopMa.m/m (TexcroBhie (aiinbl OORIX (opmaroB, (aiiibl JaHHEIX, UCHOJHIEMbIE
dalinel), noTydaemMas 1 nepegaBacMast o TEIIEKOMMYHHKAIIMOHHBIM KaHajIaMm;

- uH$opMaIHs Ha ChEMHBIX HOCHTENSAX (MarHUTHBIX AUCKaX, ieHTax, CD-ROM u T1.11.);




- BXOIAmAA M HCXOZas MH(opMaiys (Uepei 3aliChio - Ha HOCHTEIH HH(bopMaum/I
apXMBHPOBAHUEM M OTIIPABKOM); ;
- (aitiipl, HOMEMaeMbIe B SIICKTPOHHBIN apXuB; ;
.~ ycraHaBIBaeMoe (M3MeHSIeMOe) IPOrpaMMHOE 00ecTIedeHuE..

~ -~ 2.2. Ex¢/IHEBHO B aBTOMATHYECKOM PEXUME JIOJUKHO BHIIOJHATECS OGHOBICHHE aHTHBHUPYCHBIX

6a3 W TPOBOMUTHCS AHTHBHPYCHBIN KOHTpOJIB BCEX [UCKOB H (bannon IePCOHATEHOrO
KOMIBIOTEpA. :

2.3. Mofynp aHTHBMPYCHOH 3al[UTHi JOJDKEH 3arpyXarbCsi aBTOMATHYECKH IPU 3arpyske
KOMIIBIOTEPA. 3aKphITHE MOXYJIS WIM OCTAHOBKA €ro paGoTHI Ha BCEX KOMIIBIOTEPAX JOJUKHA
ObITH OTKIIOUEHA WM 3aKpeiTa napojeM. Ilepuonnmueckwe aHTHBHPYCHBIC IIPOBEPKH BCEX
kommbiotepax JIOY MoIDKHBL IPOBOAUTECS HE PEIKE OTHOTO Pasa B HEACIIO.

2.4. BueouepenHON aHTUBHPYCHBIH KOHTPOJIb BCEX MHUCKOB U  (hajioB TIEpPCOHANEHOTO
KOMIIBIOTEpA JIOJDKEH BBINONHATHCA IPH  BOZHMKHOBEHMH IIOJO3DEHMS HA - HAIMUHME
KOMIILIOTEPHOTO BHpYca (HETHITMYHAs paboTa MporpaMM, NOsBICHHE IPagiuecKuX U 3BYKOBBIX
3¢ dexToB, HCKaXCHHE JAHHBIX, IPONAJaHHe (¢aiinos, vacroe IOSBICHHE COOOMEHHU O
CHUCTEMHBIX OINAOKAX U T.IL.).

3. llpodpunaxTuxa 3apakeHus

3.1.3amuInare KOMOBIOTEP ¢ IOMOINBIO AHTHBMPYCHEIX NPOrpaMM M NporpaMMm Oe30IacHOM
paGotei B WuTepmere. Jlis 3TOro: YCTAHOBUTH aHTHBHPYCHYIO IpOrpamMMmy, OOHOBIATH
PEryIsipHO CHUTHATYPH! YIPO3, BXOMSIINE B COCTaB IPOrpaMMEI, HE BBITPYKaTh H3 IHaMATH H HE
_OCTAHABIMBATh PabOTy aHTHUBHPYCHOW IIPOrPaMMBL.

3.2. TIpOSIBISTS OCTOPOXKHOCTH TIPH 3aITMCH HOBBIX JAHHBIX HA KOMIBIOTED.

3.3. IlpoBepsars Ha LPUCYTCTBUE BHPYCOB BCE CHEMHBIE NUCKH (IHUCKETHI, CD -JIUCKY, (bnem-
KapThl U Ip.) IEPEN UX HCIIOTIB30BAHHEM.

3.4. He szamyckarh Hukakde (aitisl, MpUMIENIAE IO IOYTS, HE HPOBEPEHHBIC C IOMOIILIO
AHTUBUPYCHOM MPOTrpaMMBL.

3.5. O6paimaTs BHUMAaHHE Ha HalWuMe cepTHduKaTa 6€30MaCHOCTH NMPH YCTAHOBJIEHHH HOBOR
IIPOrpaMMEI ¢ Kakoro-nmuoo Bed-caiTa.

3.6. IlpoBepsarp ¢ NOMOIIBIO AHTHBUPYCHOU HpOFpaMMLI xonupyemsiii m3 WaTepHera mimm
JIOKQJIBHOM CeTH HCHONMHAEMBIH (daiin.

3.7. Tloms3oBatees cepBucoM Windows Update u perymspHO ycTaHaBIHBAaTH OOHOBIICHHA
onepanuonHo# cucreMbl Microsoft Windows.

3.8. Co3aTh QHCK aBapHiHOIO BOCCTAHOBIEHHS, C KOTOPOTO IPH HEOOXOAMMOCTH MOXHO OyHeT
3arpy3HThCS, UCHOJIB3Ys «UMCTYIO» ONEPALIMOHHYIO CHCTEMY.

3.9. IIpocMATPHBATE PETYISIPHO CIIHCOK YCTAHOBICHHBIX IIPOIPAMM.

4. I[OJI)KHOCTHLIB 0GSI3aHHOCTH 110J1b30BATEJIEH 10 aﬂTanpycHomy olecreueHnio
~ cpencTB mlq)opmaTmamm.

4.1.He npepsiBaTh mporiecc OOHOBJICHUS aHTUBUPYCHBIX 0a3 M aHTHBHUPYCHBIM KOHTPOJIb BCEX
JUICKOB H (aitJIoB NEPCOHANBHOTIO KOMIBIOTEPA.
4.2. Ilpu ornpaske U TOJTyIeHHH ANEKTPOHHOH MOYTHI IPOBEPATH 3JIEKTPOHHBIE THCEMa Ha
HAIW9KE BUPYCOB.
4.3. Ilpn ucnonb30BaHUN CHEMHBIX HOCUTEICH, OCYIHECTBIIATE UX aHTHBHUPYCHYIO IIPOBEPKY.
44. B ciyyac OOHapyXeHHWs IIPH IIPOBEACHHM aHTHBHPYCHOM IIPOBEPKH 3apaXXCHHBIX
KOMITEIOTEPHEIMU BUpycamy (GaiiyioB HiIn HIEKTPOHHBIX NHCEM II0NIB30BaTeNH 00S3aHbL:

o T[IprocTanosuts pabory;

»




o HeMeUIeHHO NOCTABHTH B M3BECTHOCTH O (haKTe OGHAPYKEHHUS 3apaKeHHBIX BHPYCOM
daiinoB OTBETCTBEHHOTO 3a oOecmedeHue aHTHBUpycHOH 3amuTel B JJOY, Biamensia
3apaKeHHbIX (ailioB, a TAKKE COTPYIHUKOB, HCHOMB3YIOMUX STH (Bailis: B paGoTe.

e COBMECTHO C JIMI[OM, OTBETCTBEHHBIM 33 aHTUBHPYCHOE 00ECICUeHUE, IPUHATh MEPA K
JOKJIM3alkK U YJAJTCHUIO BUPYCOB C IOMOIIBIO MMEIOIIMXCS aHTUBHPYCHBIX CPEICTB
3alIATHL

5. JIo/mKkHOCTHBIE 0G3aHHOCTH 0TBETCTBEHHOr'0 JINNA 32 OPTAHM3ANMIO AHTHBHPY CHOI
3aIMTHI cpeacTB uHGoOpMaATHIAIH

'5.1.YcTanaBivBaTh CpPEACTBa AHTHBHPYCHOI'O KOHTPOJS Ha IEPCOHANBHBIX KOMIBIOTEPaX H
cepBepax.

5.2. HacTpamBaThb TIapamMeTpsl CpEICTB AHTHBHUPYCHOTO KOHTPONS Ha IIEPCOHATBHBIX
KOMIIBIOTEpAX U CePBepax.

5.3. CBoeBpeMeHHo OOHOBIATH AHTHBHpPYCHBIE Oa3bl Ha IIEPCOHAIBHBIX KOMIILIOTEPAX H
cepBepax.

5.4. ExxeHenensHo npOBepsITb KOMIIBIOTEPEI HA BUPYCHL

.

5.5. TIpoBOIUTH BHEOUEPETHYIO IPOBEPKY B CIIydac MONO3PEHHU Ha HAIMYKE BUPYCOB MM IO~

mpocs0e T0NB30BaTeNei ne)COHATBHBIX KOMIIBIOTEPOB.

5.6. IIpoBomuTh B YCTAHOBICHHOM TOpsAKe MHCTPYKT@X IO aHTHBHPYCHOM 3alluTe

MOJIb30BaTeNeH NePCOHATHHBIX KOMITBIOTEPOB.

5.7. B ciiyuae oOHapyKEHUA KOMIBIOTEPHOTO BUPYCa OTBETCTBEHHOCE JIUIIO:

5.7.1. npuHEMaeT BCce HEOOXOIMMBIC MEPHI I 00ECIIEUeHHS COXPaHHOCTH HHPOpMAaLUH;

'5.7.2. npuaMMaeT Bce HEOOXOMMBIE MEPHI T10 JIOKAIM3AUMY U YIAICHHAIO BUpyCa:

e OrtxmouaeT KOMIBIOTEP OT MHTepHETa W JIOKAIBHON CETH, eciM OH K Hell ObuI
HOJIKITIOYEH;

e Ecmu cumnrToM 3apaxx€eHHS COCTOUT B TOM, YTO HEBO3MOXKHO 3arpy3HTLcs[ C JKECTKOTO
JIICKa KOMIIBIOTEpa (KOMITBIOTEP BBIAACT OINMOKY IpPH MOTKIIOUCHUM), 3arpy’KacTcsl B
pexuMe 3aiiuTHl 0T cOOeB WM ¢ [aucka apapuifHOM 3arpy3ku Microsoft Windows,
KOTOpBI ObUI CO3/IaH IPH YCTAHOBKE OLEPAHOHHOM CHCTEMEBI Ha KOMIIBIOTED;

e CoxpaHseT pe3yasTaThl paboTHl Ha BHemHeM HocmTene (muckere, CD-mucke, dmem-

KapTe 4 1p.); :

OOGHOBNSET CUTHATYPHI yIPO3 IPOTrpaMMEL;

3any'c1<aeT MOJHYIO IPOBEPKY KOMIIBIOTEPA;

IIpoBomuT NeYCHUE MM YHHUITOXKCHHE 3apaKEHHEIX (aiinos;

B ciyuae o0HapyKeHHS HOBOTO BHpYCa, HE MOMNAIONIETOCS JICYCHUIO IPUMEHSCMbBIMU

AHTHBHPYCHBIMH CpEACTBAMH, O0S3aH HANpaBUTh 3apaXCHHBIM BHUpycoM daiin Ha

rHOKOM MATHHTHOM MJWCKE B OPraHH3alHIO, ¢ KOTOpOH 3aKil0OdeH JOTOBOp Ha

, AHTHBUPYCHYIO IOANEPXKKY JUIS JaTbHEHIIEro UCCIEeIOBaHHUS.

5.7.3. Veemommsier 3aBepyromero JIOV 06 o6Hapy>1<eHHH BHpyCa M IOCJEACTBHIX €ro

BO3/CHCTRUS.

6. OTBercTBEHHOCTH
6.1.0TBETCTBEHHOCTD 33 OPraHU3aAlMIO AHTUBUPYCHOTO 06ECTIEUeH s CPEICTB HuOopMaTH3aum
- Ha 3asegyromiero JIOV u o uM Ha3HAYEHHOE.
6.2. OTBeTCTBEHHOCTh 3a IPOBENCHUE MEpONpHATUH aHTHBHpyCHOro koHTpons B JIOV m
cobimozieHne TpeOoBaHmii Hactosmedh VHCTpykimM Bo3naraeTcs Ha OTBETCTBEHHOIO 3a
obecrieueHre aHTHBAPYCHOM 3aIUTHI CPEACTB HH(OpMATH3AIUH.
63 TIlepmommueckuii KOHTPOJIE 3a COCTOSHHEM AaHTUBHUPYCHOM  3aIUTHI  CPEACTB
wadopMarm3anun B JIOY ocylnecTBISIeTCS 3aBEAYIONIIM.
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